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. Electronic Health Records

OVERVIEW

Since 1999, the federal and other governments in Canada
have repeatedly emphasized the value to healthcare of
electronic health records. In 2004, a substantial UK inves-
tigation questioned the evidence of public value of large-
scale, government initiatives in healthcare information
technology, and of electronic health records in particular. 

Citing an authoritative source, which holds that justice
requires meeting healthcare needs fairly under resource
constraints, and that this involves limiting healthcare in
a publicly accountable way, the present study drew upon
social justice as the frame of reference. Within this frame,
it examined the evidence pertaining specifically to elec-
tronic health records as represented in eight major health
policy papers at the national level published in Canada
from 1999 to early 2005. 

Using a quantitative method, the study found during
the period a decline in the concerns expressed in the eight
policy papers about privacy, security and availability of
electronic health records systems. It also found that some
risks were barely considered, if at all. Yet, during the same
period, the Auditor General of Canada issued strongly
worded warnings about the wide range of risks affecting
information technology in government.

The Auditor General is denied domain over Canada
Health Infoway, which is mandated nationally to promote
and implement electronic health records, among other
things electronic. The Health Council of Canada, which
is mandated as an independent council for informing
Canadians on healthcare matters, while promoting
accountability and transparency, has predetermined as

favourable its conclusion about electronic health records.
The Canadian Coordinating Office for Health
Technology Assessment, also armed with a national
mandate, has decided that assessment of electronic health
records lies outside its expertise.

This study concludes that (a) evidence of public value
and public risk of electronic health records should be
subject to the standards increasingly used for and
expected of evidence-based medicine, and of assessments
of pharmaceuticals and medical devices; (b) at the
national level, Canada lacks an independent public
accountability mechanism for analyzing public value and
public risk from electronic health records; (c) to the extent
that, for electronic health records, the public risks are
plausible and the public values are debatable, this lack is
an issue of social justice.

Background
Early in 2005, Health Canada’s Health Policy Research
Program announced its intention to enhance the evidence
base available to support the adoption and implementa-
tion of information technology in healthcare (Health
Canada 2005). The accompanying explanation noted that
there exists:

a broad national consensus on the need to move
quickly with the development of health information
systems … This is apparent in numerous provincial
reports on Canada’s health care system … For example,
the electronic health record is viewed as having the
potential to greatly improve quality and timeliness in
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health care delivery, enhance health system manage-
ment, efficiency and accountability, and provide
information for surveillance and health research.
(Health Canada 2005)

Late in 2004, the UK’s Institute for Public Policy
Research (Bend 2004) found a “surprisingly small
amount of convincing evidence that information tech-
nology can deliver greater public value in health.” (The
Institute is described as the most influential think tank in
the UK and, according to Prime Minister Tony Blair, has
led thinking on the centre-left.) Pointing to deficiencies
in the collection and standards of evaluative evidence,
Bend warned of the possibility of public backlash against
information technology in healthcare unless more
account is taken generally of public attitudes.

Of the 17 electronic health record pilots examined, in
only three was Bend successful in finding some evidence
of cost-effectiveness. Because the positive evidence was
“based only on the opinion of those involved … rather
than on more detailed evaluation of the impact … it
clearly does not amount to a compelling demonstration
of the value of electronic heath records in cost terms”
(Bend 2004). Bend found that data entry and rigid data
structures consume additional time of physicians and
other frontline professionals working in a public system
bedevilled by shortages of frontline professionals. 

In Canada, also in 2004, Leonard (2004) arrived at
much the same picture in noting little successful adop-
tion of information technology in healthcare because (a) it
is difficult to justify when its benefits are insufficiently
articulated or accepted; (b) it does not reduce costs; (c) it
has not been shown to improve outcomes sufficiently to
justify its costs.

Social Justice and Evidence
As a field of inquiry, social justice explores how social and
economic factors affect health and focuses particularly on
social determinants of health. It examines policy options
to improve health outcomes and explores how well these
options are pursued. In a comprehensive multi-author
review with a foreword by Roy Romanow (Commissioner,
the Commission on the Future of Health Care in Canada),
Raphael (2004) acknowledges 11 social determinants of
health across Canada. The list includes healthcare services
along with Aboriginal status, early life, education, employ-
ment and working conditions, food security, housing,
income and its distribution, social safety net, social exclu-
sion, and unemployment and employment security. 

While Leonard (2005) accepts that health services
delivery is a determinant of health, he does not see it as a
social determinant. A bridge, opportunity costs, in the sense
of opportunities forgone, exists in the seminal work of
Daniels and Sabin (2002), who hold that “investing in
healthcare has ‘opportunity costs’ even though it

contributes to promoting opportunity.”
Daniels and Sabin deduce that, no matter how impor-

tant healthcare is, it must be weighed against other goods
in promoting opportunity. They observe that limits on
healthcare services are the price of medical success not
failure. They argue that the problem of limiting health-
care – and, thus, its services – in a socially acceptable way
is the most divisive issue facing medical systems, wealthy
and otherwise. They hold that justice requires meeting
healthcare needs fairly under resource constraints, and
that this involves limiting care in a publicly accountable
way. On new technologies, “the central component of
both the promise and the cost of healthcare,” Daniels and
Sabin (2002) assert that policy decisions involve the most
rigorous and sophisticated efforts based on scientific
evidence. 

Decisions derived from scientific evidence are also the
aim of evidence-based medicine, as they are in the evalua-
tion of business cases and business plans for expenditure in
the development of healthcare services. Rigour demands
evidence of risk as well as value. Recent years have seen in
healthcare growing recognition of the importance of
ensuring that information on risk is fully disclosed.
Experience with pharmaceuticals underscored the require-
ment for ongoing study and, in particular, for publication
of data, sometimes termed negative data, pertaining to
things that do not deliver the results hoped for.

Argument
1. Electronic health records are a technology new to

healthcare and therefore (a) public accountability for
large-scale, government initiative should be assured,
and (b) policy decisions about them should require
rigorous and sophisticated efforts relative to evidence.

2. Electronic health records consume resources that are or
could be allocated to healthcare service delivery or
development, and thus create opportunity costs.
Failure to explore evidence adequately or at all (a)
constitutes an issue in social justice and (b) is risky to
public policy. 

3. If a public policy fails, confidence wanes not only in
the overarching system, but also in and among the
people and organizations associated with the failed
policy. An example is seen in the harsh commentary by
professional editorialist Lorrie Goldstein (2005). In the
early 1990s, he wrote, provincial health ministers
worried about the rising cost of healthcare “seized on a
plan” to reduce enrolments in medical schools. Noting
that the current chairman of the Health Council of
Canada was at the time Ontario’s deputy minister of
health and supported the cutbacks, Goldstein (2005)
described the Council as “yet another government
body trying to fix healthcare … telling us what we
already know—that there’s a growing shortage of
doctors ….” Goldstein observes witheringly that those
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who “aided and abetted the politicians” by providing
“study after study ‘proving’ that Canada had too many
doctors” were health economists.

4.  If public policy on electronic health records fails, it is
foreseeable that confidence in healthcare information
technology as a whole will be undermined, and that
information technology and informatics specialists will
be exposed to criticism.

Assessment of Evidence Pertaining to Information
Technology
The criterion of Bend’s (2004) study – public value –
involves seeking evidence of the ability of information
technology to create (a) better value for money, (b) greater
satisfaction with services, (c) improved health outcomes
and (d) greater trust in the health service. 

Within the social justice frame, evidence of public risk
and not only public value is material. What public risk
entails for social justice is seen in the arguments advanced
by MacKinnon (2005), previously Finance Minister for
the government of Saskatchewan, and now a professor at
the University of Saskatchewan. Observing that, in the
five years to 2005, Ontario’s healthcare costs rose by 42%
while revenue grew by 31%, she warned of a “gap that is
not sustainable.” Mackinnon asserted that healthcare
costs cannot increase indefinitely at a faster rate than
government revenue, and that “such increases are
crowding out spending on education, the environment
and poverty reduction, key factors in promoting a healthy
population” (2005). If increases in healthcare costs crowd
out social and economic determinants of health, as
MacKinnon argues, so too could major government

expenditures on electronic health records crowd out
components of healthcare service delivery or other initia-
tives in healthcare information technology, and thus
create opportunity costs for healthcare and its services.

Assessment of public risk from major government elec-
tronic health record projects clearly involves the explo-
ration of the converse of the components of its public
value, such as delivering less instead of more value for
money. But it must also include the wider experience of
information technology, of which the public is increas-
ingly aware. For example, the healthcare equivalent of the
Royal Bank’s computer failure in June 2004, when pay-
cheques did not reach tens of thousands of people, could
result in adverse health outcomes for patients and massive
litigation against hospitals and physicians.

Method
The study examined eight policy papers at the national
level published between 1999 and early 2005. Among
other things, these papers exhibit the evolution of (a)
Canada Health Infoway as the organization with the
national mandate for promoting and implementing elec-
tronic health information systems, including electronic
health records and (b) the Health Council of Canada as
an independent Council informing Canadians on health-
care matters, while promoting accountability and trans-
parency.

The policy papers are listed by date of publication in
Table 1 and are identified by codes. They were analyzed
for their representations of public value and of public risk
associated with electronic health records. 

For  the analysis, terms expressive of public value and
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National Policy Papers, 1999 to Early 2005

Date Title Code

February 1999 “Paths to Better Health,” Final Report, Advisory Council on Health Infostructure ACHI

March 2001 “The Health of Canadians – The Federal Role, Volume One: The Story So Far,”
Interim Report on the State of the Health Care System in Canada, Report of the Standing Senate 
Committee on Social Affairs, Science and Technology, The Senate KIR1

November 2001 “Tactical Plan for a Pan-Canadian Health Infostructure 2001 Update,” F/P/T Advisory 
Committee on Health Infostructure, Office of Health and the Information Highway Health Canada CTHI

April 2002* “The Health of Canadians – The Federal Role, Volume Five: Principles and Recommendations
for Reform,” Part I Report of the Standing Senate Committee on Social Affairs, Science and
Technology, The Senate KIR2

October 2002* “The Health of Canadians – The Federal Role, Final Report on the State of the Health Care 
System in Canada, Volume Six: Recommendations for Reform,” Report of the Standing Senate 
Committee on Social Affairs, Science and Technology, The Senate KIR2

Fall 2002 “Commission on the Future of Health Care in Canada, Building on Values: The Future of 
Health Care in Canada – Final Report” ROM

November 2003 “Reforming Health Protection and Promotion in Canada: Time to Act,” Report of the Standing 
Senate Committee on Social Affairs, Science and Technology, The Senate KIR3

Undated “2003-2004 Annual Report, Corporate Plan Summary 2004–2005,” Canada Health Infoway IWAY

January 2005 “Health Care Renewal in Canada,” Health Council of Canada HCCC

*These two volumes are referenced as a single report for the purposes of this study.

Table 1. 
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public risk were derived from the elements of public value
and public risk identified by Bend (2004), Leonard
(2004, 2005) and MacKinnon (2005); from media
reports about information technology in healthcare and
generally; and from the technical media’s reporting of
significant problems with information technology. 

Grouped by three broad headings: (1) privacy, confi-
dentiality, security and availability; (2) suitability for
purpose; (3) accountability, the terms are listed under
public value and public risk in Table 2 .

The analytical method consisted of (a) searching the
policy papers for phrasing that corresponded to the terms
and (b) allocating a weighting to reflect the tenor of the
phrasing. The weighting values are detailed in Table 3 . 

The following examples illustrate the way in which the
tenor of the phrasing was weighted in particular instances. 

HCCC: To the HCCC’s position on the public risk
undermine privacy and confidentiality a weight of -1,
implicitly rejected, was assigned. Although HCCC states

that “providers are also concerned with the confidentiality
of patient information and may perceive electronic
storage and access to information as less secure,” the tenor
is implicit rejection of these concerns in its unequivocal
and unqualified advice to governments, providers and the
public to jointly “commit to the rapid adoption of these
tools.” 
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Terms Pertaining to Public Value and Public Risk

Privacy, confidentiality, Enhance privacy and confidentiality Undermine privacy and confidentiality 
security and availability Strengthen trust in the healthcare system generally Diminish trust in the healthcare system 

generally 

Increase possibilities of breakdowns 
in security
Increase possibilities of unreliability 
or unavailability of a serious nature
Create risks of an unanticipated or 
unspecified nature

Suitability for purpose Create benefits expressed as high-level, abstract terms Fail to meet expectations 
Enhance patients’ satisfaction with services; Diminish patients’ satisfaction with 
enable them to access to their own personal services; fail to enable them to 
health information access their personal health information
Improve health outcomes and quality of care and Fail to provide or even work against 
delivery improvement in health outcomes
Improve quality and timeliness in healthcare delivery Retard delivery by increasing the time 

healthcare personnel spend entering clinical 
and administrative information

Support public policy such as primary-care reform, Cause information technology to compete with 
teamwork, modernization, efficiency, evidence-based other healthcare priorities
decisions
Improve patient safety, reduce risk of errors Increase risk of errors
Reduce costs and risks to healthcare Reduce funding for important healthcare 

services
Support surveillance for health protection and Crowd out other information technology 
promotion, immunization initiatives

Support health research
Accountability Improve health system management, efficiency 

and accountability
Increase funding for information technology in 
healthcare because its value is demonstrable
Provide evidence of more value for money than 
other opportunities

Underpin health system performance monitoring

Table 2.

Table 3.

Weighting Values Used to Reflect the Tenor of Phrases
Corresponding to the Terms

Tenor Weight

Explicitly accepted +3
Implicitly accepted +2
Neutral or ambivalent* +1
Implicitly rejected –1
Explicitly rejected –2
Not mentioned or considered Null

*Because “neutral or ambivalent” represents acknowledgment of
a public value or a public risk, it is given a positive value of 1. 

GROUP PUBLIC VALUE PUBLIC RISK
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IWAY: Relative to fail to meet expectations, the tenor
of IWAY position is weighted –1, implicitly rejected,
because the overall impression conveyed is that, if Canada
Health Infoway’s methods are followed, failures will be
minimized or even eliminated. On the other hand, a
weighting of 2, implicitly accepted, is assigned to create
risks of an unanticipated or unspecified nature because, by
implication, IWAY accepts the possibility through
abstract statements such as “tough challenge,” “daunting
task” and “no foolproof solution or guarantees of success.”

KIR2: On diminish trust in the healthcare system gener-
ally, KIR2 is weighted 1, neutral or ambivalent because it
noted that “currently there is little research on under-
standing … of Canadians’ attitudes about the use of their
health information for different purposes,” and called for
a public information strategy to “bring home the many
benefits” of electronic health records. 

Relative to undermine privacy and confidentiality,
KIR2’s assertion that the potential advantages of elec-
tronic health records balance the potential threats from
them is weighted as 1, neutral or ambivalent.

Pertaining to create risks of an unanticipated or unspec-
ified nature, KIR2’s position is weighted as -1, implicitly
rejected. While KIR2 holds that health technology
possesses the potential to create legal liabilities for
providers, it makes no mention of such risk from elec-
tronic health records or information technology generally.

On crowd out other information technology initiatives,
the opportunity costs, KIR2’s warning of the need to
distinguish passing trends from well-tested and proven
state-of-the-art measures and make realistic investment
choices accordingly is weighted as 2, implicitly accepted.

KIR1 and KIR3: In KIR1, neither “electronic health
record” nor any synonym appears; “information tech-
nology” is mentioned once, in the context of Canada
Health and Social Transfer, a matter of no relevance to the
study. Nor are these phrases mentioned at all in KIR3. A
null weighting was therefore assigned to all the terms for
public value and public risk for KIR1 and KIR3.

ROM: ROM conflates electronic health records and
clinical knowledge bases. Since neither is necessarily a
component of the other and both together offer a
complex undertaking in which the components could
compete with each other, a weighting of –1, implicitly
rejected, is assigned to crowd out other information tech-
nology initiatives. 

Results and Discussion
Table 4 shows that the weightings for public value
claimed for electronic health records sum strongly (119),
as would be expected. The weightings for public risk (17)
sum weakly, because some elements of public risk are
rejected. But some receive little or even no consideration,
which would not be expected.

Privacy, Confidentiality, Security and Availability
As measured by the weightings sum (8), the public risk of
electronic health records that received the most attention
from the policy papers was undermine privacy and confi-
dentiality, though the sum is almost as much (6) for the
public value enhance privacy and confidentiality. 

Viewed from right to left, the numerical trend in the
data for undermine privacy and confidentiality shows that
concerns declined from 1999 to 2005. Moreover, neither
increase possibilities of breakdowns in security nor increase
possibilities of unreliability or unavailability of a serious
nature received any mention. By 2005, HCCC implicitly
dismisses all such risks.

Yet, throughout the time period, the existence of such
risks from and to government information technology
programs was repeatedly and strongly signalled by the
federal Auditor General. 

In the report of 2002, the Auditor General viewed the
revised Government Security Policy, which came into
effect in February 2002 and replaced the 1994 policy, as
an important step in strengthening security across
government (Office of the Auditor General of Canada
2002). But the report states that the information tech-
nology security standards supporting its implementation
in departments and agencies were “either non-existent or
out of date.” It also states that little information was
found on the state of information technology security
across the government, because few departments had
audited their security programs or monitored their infor-
mation technology security. The report warned: 

Cyber incidents can do significant damage to an
organization. They can impair information assets and
disrupt business operations. Some incidents result in
lost productivity; others can lead to loss of consumer
confidence, a tarnished reputation and loss of credi-
bility, or outright fraud. (Office of the Auditor General
of Canada 2002)

That this warning presents a continuing concern is
evident from the Auditor General’s 2005 report (Office
of the Auditor General of Canada 2005a). This report
observes that, in many departments and agencies, senior
management is not aware of the information technology
security risks and does not “understand how breaches of
information technology security could affect operations
and the credibility of the government.” 

Suitability for Purpose
KIR3 focused on Canada’s system for health protection
and promotion in the aftermath of SARS. It mentions
neither “electronic health record” nor any synonym.
Instead, it addresses notification of infectious diseases,
epidemiology and communication, all of which require
“appropriate information technology to improve both
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surveillance and communications systems.” Unanswered
questions are why (a) KIR3 chose to separate electronic
health records from surveillance and (b) whether the
surveillance that is possible with electronic health records
is inappropriate for the protection of the public’s health.

KIR3 also discusses immunization and the need for a
consolidated tracking system. But it makes no linkage
with electronic health records. Currently, public health
authorities across Canada are working to develop a

national network of immunization registries to house
individual immunization records in electronic form.
Unexplained is why immunization records are not consid-
ered a component of electronic health records.
Unexplained also is whether the omission speaks to limi-
tations intrinsic to electronic health records as a compre-
hensive hold-all for personal health data.

Within the grouping of suitability for purpose lies the
large question reflected in the term crowd out other infor-
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Electronic Health Records: Weightings of Public Value and Public Risk for Eight National-Level Policy Papers, 1999 to
Early 2005

HCCC IWAY KIR3 ROM KIR2 KIR1 ACHI2 ACHI1 ∑
PUBLIC VALUE 
Create benefits expressed as high-level abstract terms 3 2 2 2 2 11
Increase funding for information technology in healthcare 
because its value is demonstrable 3 2 5
Provide evidence of more value for money than 
other opportunities 3 3
Enhance patients’ satisfaction with services, enable them to 
access their own personal health information 2 2 2 2 2 2 12
Improve health outcomes and quality of care and delivery 3 2 2 2 2 11
Improve quality and timeliness in healthcare delivery 3 3 1 2 2 11
Strengthen trust in the healthcare system generally 0
Enhance privacy and confidentiality 2 2 2 6
Support public policy such as primary-care reform, teamwork, 
modernization, efficiency, evidence-based decisions 3 2 2 2 2 2 13
Improve health system management, efficiency 
and accountability 3 2 2 2 2 11
Underpin health system performance monitoring 2 2 2 6
Support surveillance for health protection and promotion,
immunization 3 2 2 7
Support health research 2 2 2 6
Improve patient safety, reduce risk of errors 3 3 2 2 10
Reduce costs and risks to healthcare 3 2 2 7
Totals 14 34 0 19 24 0 18 10 119

PUBLIC RISK
Cause information technology to compete with 
other healthcare priorities 0
Reduce funding for important healthcare services 0
Diminish patients’ satisfaction with services; fail to 
enable them to access their personal health information 0
Fail to provide or even work against improvement in 
health outcomes 0
Retard delivery by increasing the time healthcare personnel 
spend entering clinical and administrative information 0
Diminish trust in the healthcare system generally 1 1
Undermine privacy and confidentiality –1 2 1 3 3 8
Increase possibilities of breakdowns in security 2 3 5
Increase possibilities of unreliability or unavailability of 
a serious nature 0
Increase risk of errors 0
Fail to meet expectations –1 2 1
Create risks of an unanticipated or unspecified nature 2 –1 1
Crowd out other information technology initiatives –1 2 1
Totals –1 1 0 3 3 0 5 6 17

Table 4.
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mation technology initiatives. For example, recognizing
that health professionals can no longer be expected to
carry in their heads everything they need to know about
healthcare, the UK established its National Electronic
Library for Health. While ROM foreshadows such a thing
for Canada, current efforts are patchy. Within a social
justice frame, it is a matter for debate whether the
national consensus on electronic health records is
crowding out electronic initiatives of equal or greater
value; yet, according to the data derived from the present
study, this possibility was acknowledged in KIR2 alone,
and then only implicitly.

Accountability
The federal government’s reporting to Canadians gener-
ally involves oversight by Parliament and audits and
reports by the Auditor General. As referred to by the
Auditor General, foundations are organizations through
which the government achieves public policy objectives,
but which are not answerable to Parliament through a
minister (Office of the Auditor General of Canada
2005b). KIR2 holds that accountability refers to the obli-
gation to demonstrate and take responsibility for system
performance when measured against a set of agreed
targets or goals. The Auditor General goes further by
advising that she should be appointed as external auditor
to provide performance audits that include periodic
program evaluation, value-for-money audits and inde-
pendent assessment of the fairness and reliability of the
performance information. The government disagreed
with this recommendation (Office of the Auditor General
of Canada 2005b).

The Canadian Coordinating Office for Health
Technology Assessment is funded by Canadian federal,
provincial and territorial governments. As a primary
source for unbiased, evidence-based information on
drugs, devices, healthcare systems and best practices, it is
relied on by Canadian healthcare decision-makers in
making well-informed health technology choices.
Fergusson (2005) says that, in 2004, it was asked by its
own Devices and Systems Advisory Committee to look
into electronic health records. After initial exploration and
further consultation with its committee members, it
concluded that the research required fell outside its area of
expertise, and left the matter to Canada Health Infoway.

Canada Health Infoway is a foundation and, as such, is
neither audited by the Auditor General nor held account-
able to Parliament, even though all its funding comes
from the federal government. While IWAY reports
Canada Health Infoway as “largely transformed” as a
result of changes in its accountability arrangements, the
focus of the changes is chiefly the handling of money. But
absent partly or wholly is accountability for information
technology risks, such as those identified by the Auditor
General, with potential for adverse effects government-
wide and throughout healthcare. 

Conclusions
Aptly called “tech noir” in the technical media, risks to
security and availability of large information technology
systems continue to attract public attention. In contrast,
this study’s analysis of the national policy papers indicates
that the concerns about such risks expressed in these
papers declined over the period 1999 to early 2005
despite strongly worded warnings by the Auditor General.

Evidence of public value and public risk of electronic
health records should be subject to the standards increas-
ingly used for and expected of evidence-based medicine
and assessments of pharmaceuticals and medical devices.

Methods for the disciplined, objective study of public
risk as well as public value should be developed by the
research community and applied to the policy and
liability implications as well as the technological aspects
of healthcare-oriented information technology.

Because (a) the Auditor General is denied domain over
Canada Health Infoway, (b) the Health Council of
Canada has predetermined its conclusion favourably to
electronic health records and (c) the Canadian
Coordinating Office for Health Technology Assessment
has decided that assessment of electronic health records
lies outside its expertise, Canada, at the national level,
lacks an independent public accountability mechanism
for gathering and analyzing public value and public risk
from electronic health records. To the extent that the
public risks are plausible and the public values are debat-
able, this lack is an issue of social justice.
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BY THE NUMBERS 

According to new data from the Centers for
Disease Control and Prevention (CDC), 17% of
office-based physicians use EMRs, compared
with roughly 30% of hospital emergency and
outpatient departments. The data from the
agency’s National Ambulatory Medical Care
Survey and National Hospital Ambulatory
Medical Care Survey also found that roughly
8% of physicians in private practices use
CPOE, with younger physicians being twice as
likely as physicians older than 50 to use the
technology. Overall, electronic billing systems
were the most commonly used IT application
for office-based physicians, with close to 75%
of respondents indicating they submit claims
electronically. 

Source: CDC


